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This paper attempts to identify and evaluate the success factors that
influence e-commerce adoption in SMEs and develop a conceptual model
based on identified factors. A detailed literature search covering the past 26
years has been conducted. This literature search results in finding a total of
32 critical success factors of e-commerce in SMEs that are divided into seven
main  categories, namely: technical, individual, implementation,
environmental, security, privacy, and organization. This paper will list,
discuss, analyse, and evaluate these e-commerce success factors and explains
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how it will allow business to integrate e-commerce in their businesses.
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1. Introduction

Electronic-commerce (e-commerce) refers to
conducting business among firms with the support
of a network of Information and Communication
Technologies (ICT); particularly the internet. E-
commerce consists of Electronic Data Interchange
(EDI), EFTPOS (Electronic Fund Transfer at Point of
Sale); electronic fund transfer (EFT), electronic
banking, digital cash, and other forms of electronic
payment systems. It is used to enhanced transactions
and communications between stakeholders, such as
customers, suppliers, business partners, managers,
employees, the general public, financial institutions,
and government regulators. E-commerce has
provided a tremendous amount of benefits to Small
and Medium-sized Enterprises (SMEs). As e-
commerce continues to evolve, it has provided a
number of research opportunities for the
Information System (IS) community. E-commerce
not only helps large businesses to increase their
visibility and profits, it also helps SMEs to achieve all
of those benefits. In this economic period of time,
SMEs contribute to economic growth, social
structure, employment, as well as regional and local
development. Consequently, they have become an
important sector of the economy (Turban and King,
2004).
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In this paper, e-commerce success factors for
SMEs are reviewed. The review is based on various
journal papers and articles that are related to e-
commerce, over the last 23 years. Given the sheer
volume of e-commerce research in this area, it seems
obvious that surveying, interpreting, and analysing
this literature should be done. The objective of this
paper is firstly to identify critical factors that can
affect businesses toward the adoption of e-
commerce in their respective
organizations/companies. An secondly, to develop a
conceptual model for e-commerce adoption for
SMEs, that is relevant to the technical, individual,
implementation, environmental, trust  and
organizational factors that affect SME’s decision to
adopt e-commerce.

The remainder of the paper is structured as
follows: The following section will include a brief
review of relevant literature on E-commerce, SMEs
and E-commerce within SMEs. This is followed by a
review of the methodology and conceptual
framework for e-commerce and the success factors
will be explained. The final section provides a
conclusion along with suggestions for future
research.

2. Theoretical background
2.1. E-commerce

With the advent of the internet and its
commercialization since 1994, a new medium of
commerce, popularly known as E-commerce, has
rapidly emerged into a modern global economy
(Vaithianathan, 2010). E-commerce is the process of
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buying, selling, or exchanging products, services, and
information, using computer networks; including the
internet (Turban et al., 2011). Globalization of the
internet and the World Wide Web (WWW) has
driven e-commerce to be one of the most effective
media for sharing information. It has revolutionised
businesses, as it allows the sharing of information
between business partners and organizations
(Turban and King, 2004). E-commerce has changed,
and is still changing the way companies are
conducting business globally (Chong et al, 2001;
Mazzarol, 2015).

Over the last 22 years (since the growth of the
internet in 1990's), there has been a great deal of
interest in the internet and e-commerce, where e-
commerce has gained substantial media and trade
attention. The internet has continued to grow since
1990 (Anumba and Ruikar, 2002), but e-commerce
was only able to gain exposure around the time of
the dotcom boom and crash (1999) (Ngai and Wat,
2002). Although the starting dates for articles was
set to be 1991, papers related to e-commerce can be
found from 1993 onwards, as this was the year that
businesses started making use of the term e-
commerce. Articles before 1993 are mostly related
to EDI and internet adoption, as these were the
frequently used terms at that time to define e-
commerce (Kosiur, 1997). Currently, almost all
medium to large enterprises have websites and
portals to connect their suppliers and business
partners together. Since 2000, there has been a
greater emphasis on small and medium sized
enterprises towards the adoption of e-commerce in
their respective industries, and several researches
have been conducted in this sector to improve the

adoption process at a managerial level (Turban and
King, 2004). From 2000 to 2013, extensive research
was conducted by various researchers to improve e-
commerce adoption among businesses (as shown in
Table 1). For this reason, January 2013 was chosen
as the end date for this research.

With all of this said however, there remains a
high tendency to not use the Internet when it comes
to performing business transactions. A lack of trust
on the part of internet users and SMEs when it
comes to e-commerce is often assumed to be one of
the many reasons for the disappointing development
of Business to Consumers (B2C) in e-commerce
(Reichheld and Schefter, 2000; Karimov et al,, 2011).
This lack of trust is thought to have many causes, and
most literature centres on a perceived lack of
security in Internet transactions, together with the
fear of loss of privacy (Zhou et al, 2008; Aldas-
Manzano et al., 2009; Polasik and Piotr WisniewsKi,
2009; Zendehdel and Paim, 2012). As a direct result
of these problems, e-commerce cannot grow at a
rapid pace (Zendehdel and Paim, 2012). Therefore,
from 2010, there has been an increase in research
focussing on e-commerce security so as to encourage
people to spend online by trusting the vendor. Table
1 describes in detail what happened in each year
from 1991 to 2017.

The distribution of articles (sorted by publication
date) is shown in Table 1. The Table 1 shows that
there were fewer articles found on the topic of e-
commerce success factors in SMEs from 1991 to
2000. However, the author found that from 2001 to
2017, there were a considerable number of articles
published.

Table 1: E-commerce evolution

Year E-commerce usage
Electronic data interchange
1991 Internet adoption
The Internet fell into common use by companies.
Electronic data interchange
1992 .
Internet adoption
1993 Business starts making use of the term e-commerce.
The first web browser NCSA Mosaic was developed, thus bringing businesses and people to the web (Vladimir, 1996).
1994 Online ordering and subscription began
1995 Innovation of Internet application
1996-1998  Websites continue to grow
Dot-com boom
1999 Peer-to-peer sharing website developed
The emphasis of e-commerce shifted from Business- to-Consumer to Business-to-Business.
2000 Dot-com bust
Business started associating the term e-commerce with selling and purchasing products online using secure protocol and
payment
2001 Consumer-to-Consumer (C2C), Business-to-Employee (B2E), e-commerce, e-government and e-learning began to gain
popularity
SMEs placed great emphasis on the adoption of e-commerce
2002-2010  Extensive research conducted by businesses regarding the adoption of e-commerce in their respective organizations
The research in e-commerce continued to grow. Most large businesses owned their own website which connects their
2011-2017 employees, business partners and customers to their services and allows them to access information.

The Internet and e-commerce will continue to change in the future.
Increase focus on security and privacy aspects of e-commerce to encourage consumers to spend more on

Internet.

2.2. Small and medium-sized enterprises (SMEs)

The definition of SMEs varies from industry to
industry and country to country. However, they are
generally based on the number of people employed,
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turnover, and/or the ownership structure of the
business (Ayyagari et al., 2007; Poon, 2002). Some
definitions of SMEs have been offered in quantitative
terms, whilst others have been presented in
qualitative terms. According to some researchers,
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the definition should involve both the quantitative
dimension, such as the number of employees,
measures of transactions, financial and non-financial
resources, and liquidity; and the qualitative
dimension, such as the method of organizing and
function performance (McGregor and Vrazalic,
2007). However, mostly it depends on the number of
employees in an SME as an upper and lower size
limit of an SME. Most resources define an SME'’s cut-
off range as 0-250 employees, where it can involve a
single part-time owner of business to a professional
organization employing up to 250 people (Seyal et
al,, 2012; ABS, 2013).

Different characteristics distinguish SMEs from
large corporations, as they are not a scale down
version of a large company. SMEs are generally
independent, multi-tasking, cash-limited, owner-
based, and actively managed by the owners, highly
personalized and informal structure; largely localize
enterprises in their area of operations that are
largely dependent on internal sources to the growth
of finance (Perrini et al, 2007; Jahanshahi et al,
2013).

2.3. E-commerce in SMEs

SMEs play a basic role in the improvement and
promotion of economic indices of a major economic
sector of any country, and therefore, adopting
creative and modern methods and tools for
performing business processes and affairs, plays an
important role in the success of any organization
(Abbasi et al., 2010; Ale Ebrahim, 2010). SMEs are
interested in e-commerce because it can help them
to improve their business processes, reduce costs,
and achieve a closer relationship with their clients.
Beyond this, the adoption of e-commerce in SMEs
has become a necessity in the context of globalized
markets (Neergaard, 1992; Huy and PFiliatrault,
2006).

Nobody can deny the fact that SMEs play an
important role in both developed and developing
countries (Savrul et al, 2014). It should be noted
that many potential benefits can be created by e-
commerce, but the adoption of e-commerce in SMEs
is still limited (Grandon and Pearson, 2004;
Jahanshahi et al., 2013). This is because SMEs are
waiting to see whether e-commerce is viable or not
and whether returns on investment will exceed the
adoption of these new technologies (Dholakia and
Kshetri, 2004).

3. Methodology

This review covers 26 years of research, between
1991 and 2017. 1991 is referred to as a start data of
the literature search, as according to Anumba and
Ruikar (2002), it was around this time that e-
commerce began being used by businesses. In order
to find relevant articles, we performed a full-text
search, to minimize the risk of omitting relevant
articles. To find relevant articles, multidisciplinary
databases were used, such as Emerald, Journal
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Storage (JSTOR), ISI Web of Science, ScienceDirect,
SpingerLink, and Google Scholar. Table 2 shows the
journals and the specific number of articles taken
from them.

The search terms used corresponded to the terms
shown in Fig. 1, such as e-commerce, success factors
of e-commerce, and e-commerce success factors in
SMEs. Using these keywords, we were able to find
1,490 articles. After reading through several papers,
a total of 323 articles were identified that matched
the topic area, and were read thoroughly. A table
was created showing which papers were only related
to e-commerce success factors in SMEs. A total of 40
papers that matched those criteria were then
evaluated one by one and the success factor of each
paper was identified and analysed.

Articles were collected from reputed journals,
books and practitioners’ literatures related to the
topic, which were published since 1991.
Unpublished papers or dissertations were not
included due to quality concerns. The articles
exclusively related to Business-to-consumer (B2C) e-
commerce and the articles related to Business-to-
Business (B2B), and Consumer-to-Business (C2B)
was not included in this research. This is because the
determinants of success factors were likely to be
different in B2B and C2C environments than that of
B2C; in terms of customer type, trade/sales, business
and decision making. The review covered research
conducted in different regions/countries to get a
better overall understanding of success factors in
SMEs; as illustrated in Fig. 2. Fig. 2 shows that more
developed countries, such as United States of
America (USA), United Kingdom (UK), Singapore,
and Australia, have more papers published on this
topic compared with other developing countries,
such as Malaysia, Thailand, China, India Vietnam, and
Italy. This study provides a comprehensive
understanding of the topic area, so that the success
factors of e-commerce in SMEs can be identified.

4. E-commerce success factor model

During the literature review, 32 factors were

identified. These factors were divided into
independent factors that were Organizational,
Management, Technological, Individual,
Implementation, Trust, or Environmental. The
technological factor is a self-made factor to
categorize other factors, such as business
infrastructure, technical infrastructure, and

communication under one heading. Fig. 3 shows the
distribution of articles by factor; as factors that were
mentioned most frequently in technological papers,
followed by environmental in e-commerce.
Meanwhile, the least mentioned factor of all was
Management. Each independent factor consisted of
variable or dependent (contributing) factors. These
factors were turned into a conceptual framework for
e-commerce adoption in SMEs, as shown in Fig. 4.
Table 2 shows the articles from where each
individual variable was taken. Each of these factors
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defines how it will be beneficial for an organization, and thus, affect the success of e-commerce in SMEs.

E-commerce Success
Factors

E-commerce Success
Factors in SMEs

Success
Factors

E-commerce in SMEs

Success factor and SMEs

Fig. 1: Literature search keyword used in this paper
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Table 2: Classification of reviewed Literature

Factors

Reference

Organizational
Enterprise resources
Firm size
Management factor

Good project management
team

Resources commitment
Technologica

Technical infrastructure

Business infrastructure

Communication
Individual factor

IT skill and Expertise

Education and Awareness

Implementation factors
Payment and delivery
method

Customer service (Service
quality)

Usefulness

Ease of use

Content quality

System Quality
Marketing/Advertising
User satisfaction

Product and Services
Environmental Factors

Government policy and
regulation

Industry
National
Competitive pressure

Security

Authorization and
Authentication

Transaction Security
Customer screening
Data security policy
Privacy

Privacy Policy

Third-part Privacy Seals
Cookies Control consent
Employees privacy

(Teo etal,, 1997; Ling, 2001; Rashid, 2001; Golden et al.,, 2004)
(Quayle, 2002; Kuzic et al.,, 2002; Sharma and Wickramasinghe, 2004; Huy and Filiatrault, 2006; Todd and
Javalgi, 2007)
(Dholakia and Kshetri, 2004; Huy and Filiatrault, 2006; Tetteh, 1999)
(Tan and Teo, 1998; Quayle, 2002; Kuzic et al,, 2002; Golden et al., 2004; Poon and Huang, 2004; Sharma and
Wickramasinghe, 2004; Huy and Filiatrault, 2006)

(Lowry et al,, 1999; Daniel et al,, 2002; Kartiwi, 2006)

(Kuzic et al., 2002; Ghandour et al., 2007)

(Bakos, 1991; Neches et al., 1994; Vladimir, 1996; Tan and Teo, 1998; Tetteh, 1999; Rashid, 2001; Jennex et
al,, 2004; Cloete et al., 2002; Jennex, 2003)
(Clarke, 1993; Vladimir, 1996; Cloete et al.,, 2002; Jennex et al., 2004; Sharma and Wickramasinghe, 2004;
Tan and Ouyang, 2004; Auer, 2004; Him and Subramaniam, 2004; Chau and Turner, 2004)
(Tan and Teo, 1998; Ling, 2001; Daniel and Grimshaw, 2002; Buhalis and Deimezi, 2003; Purcell et al., 2004)
(Rashid, 2001; Jennex et al., 2004)
(Bakos, 1991; Jennex et al., 2004; Kuzic et al., 2002; Buhalis and Deimezi, 2003; Purcell et al., 2004; Golden et
al,, 2004)

(Him and Subramaniam, 2004; Huy and Filiatrault, 2006; Jennex et al., 2004; Daniel et al., 2002; Kuzic et al.,
2002; Buhalis and Deimezi, 2003; Sharma and Wickramasinghe, 2004; Piscitello and Sgobbi, 2004; Purcell et
al,, 2004)

(Quayle, 2002; Golden et al., 2004)

(Vladimir, 1996; Molla and Licker, 2001; Jennex et al.,, 2004; Torkzadeh and Dhillon, 2002; Golden et al.,
2004; Lomerson et al.,, 2004; Abbasi et al.,, 2010; Ghandour et al,, 2007)

(Molla and Licker 2001; Bakos 1991; Teo et al., 1997; Lowry et al,, 1999; Jennex et al., 2004; Torkzadeh and
Dhillon, 2002)

(Lowry et al., 1999; Sung, 2006; Brown, 2002; Abbasi et al.,, 2010; Ghandour et al., 2007)
(Torkzadeh and Dhillon, 2002; Sung, 2006; Brown, 2002; Abbasi et al., 2010; Ghandour et al.,, 2007)
(Lowry et al.,, 1999; Ghandour et al., 2007; Molla and Licker, 2001)

(Molla and Licker, 2001; Ghandour et al., 2007)

(Vladimir, 1996; Lowry et al., 1999; Kuzic et al., 2002; Ghandour et al., 2007)

(Ling, 2001; Sung, 2006)

(Molla and Licker, 2001; Torkzadeh and Dhillon, 2002; Sung, 2006; Vladimir, 1996; Golden et al.,, 2004;
Lowry et al., 1999)

(Tetteh, 1999; Rashid, 2001)

(Neches et al., 1994; Teo et al,, 1997; Jennex et al., 2004; Jennex, 2003; Sharma and Wickramasinghe, 2004;
Chau and Turner, 2004; Him and Subramaniam, 2004 ; Tan and Ouyang, 2004; Kartiwi, 2006; Huy and
Filiatrault, 2006)

(Tetteh, 1999; Ling, 2001; Piscitello and Sgobbi, 2004)

(Ling, 2001; Jennex et al,, 2004; Tan and Ouyang, 2004; Purcell et al.,, 2004)

(Kuzic et al,, 2002; Le and Koh, 2002; Dholakia and Kshetri, 2004; Huy and Filiatrault, 2006)

(Lowry et al., 1999; Kuzic et al., 2002; Buhalis and Deimezi, 2003; Dholakia and Kshetri, 2004; Sharma and
Wickramasinghe, 2004; Todd and Javalgi, 2007)

(Harris et al,, 2003; Schlager et al., 2006; Suh and Han, 2003; McKnight and Chervany, 2001; Katsikas et al.,
2005; Udo, 2001; Hoeren, 2000; Turner et al., 2001; Zhang et al., 2012)

(Harris et al., 2003; Schlager et al., 2006; Suh and Han, 2003; McKnight and Chervany, 2001; Katsikas et al.,
2005; Udo, 2001; Hoeren, 2000; Turner et al, 2001; Zhang et al., 2012)

(Harris et al,, 2003; Schlager et al.,, 2006; Liu et al., 2005)

(Liu et al,, 2005; Harris et al., 2003; Belanger et al.,, 2002; Udo, 2001; Kim et al., 2008; Suh and Han, 2003;
Schlager et al., 2006 ; Teo and Liu, 2007)

(Liu et al., 2005; Harris et al., 2003; Belanger et al.,, 2002; Udo 2001; Kim et al., 2008; Kim et al., 2010)
(Liu et al,, 2005; Harris et al., 2003; Belanger et al., 2002; Udo 2001; Kim et al., 2008; Kim et al., 2010; Pavlou,
2003; McKnight and Chervany, 2001)

(Liu et al,, 2005; Harris et al.,, 2003; Belanger et al,, 2002; McKnight and Chervany 2001; Katsikas et al., 2005)
(Ladson and Fraunholz, 2005; Liu et al., 2005; Harris et al., 2003; Belanger et al., 2002; Katsikas et al., 2005)
(Katsikas et al., 2005; McKnight et al,, 2002; Zhang et al., 2012)

4.1. Technological factors

The research literature identifies a number of
technological-related factors that influence e-
commerce adoption in SMEs. Technical
infrastructure involves intranet, extranet, email, and
all technologies related infrastructures, that are
necessary for the implementation of e-commerce.

Business Infrastructure: For any business to start
using e-commerce there is a need for a business
infrastructure that becomes the basis of the e-
commerce implementation within the company
(Gilaninia et al., 2011). According to Jennex et al.
(2004), attributes of business infrastructure consist
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of a business plan, an in-place business organization,
business processes, cost/cast control processes,
advertising, client contact methods, and a payment
process.

Communications: Network technologies for
communications include TCP/IP, which is a protocol
used to create and transfer information packets
across the Internet; HTTP (Hypertext Transfer
Protocol), which is a set of rules for transferring files
over the Internet; and POP (Post Office Protocol),
SMTP (Simple Mail Transfer Protocol), IMAP
(Internet Message Access Protocol) that manages
emails and network management issues such as
Quality of Service (QOS) (Ngai and Wat, 2002)
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Fig. 4: Conceptual framework for E-commerce Success factors in SMEs

Innovation: Innovation considers to be the most
commonly investigated characteristics to promote
the adoption of technology (Chong et al., 2001). The
factors of innovation were developed by Rogers
(1995) and are adopted as a perceived relative
advantage (the perceived benefits and impact of e-
commerce), complexity (ease of use or learning e-
commerce), trial ability (the degree by which e-
commerce can be pilot tested or experimented),
compatibility (both technical and organizational),
and observability (the extent to which e-commerce
benefit or gain is clear) (Chong et al,, 2001; Huy and
Filiatrault, 2006).

4.2. Individual factors

People are the most important factor in the
implementation of e-commerce. Human factors can
be divided amongst customers, staff, and top
management, as they are the people mostly affected
by the change.

IT Skills and Expertise: One of the major internal
issues related to the non-adoption of e-commerce, is
the lack of staff expertise and commitment (Tan and
Teo, 1998; Dholakia and Kshetri, 2004; Zaied, 2012).
Adopting new technologies requires change in
employee work attitude, qualifications, performance,
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and knowledge of e-commerce technology (Huy and
Filiatrault, 2006; Zaied, 2012). Therefore,
management commitment is crucial; where skills
need to be redefined and adequate training is needed
(Cloete et al., 2002; Ghobakhloo and Tang, 2015).
There is always a need for appropriate training to
guide users (i.e. company staff) to prevent hesitation
and confusion of new systems (Saif-Ur-Rehman,
2016). Seminars, lectures, and internal workshops,
can be conducted to make users aware of system
functions, in order to eliminate this hesitation or

confusion.
Education and Awareness: Employees that
already know  about e-commerce  within

organizations may be more disposed to adapt to e-
commerce (Huy and Filiatrault, 2006). Knowledge of
information technology and e-commerce possessed
by managers has an effect on adoption of e-
commerce and influences the usage of e-commerce
within an organization (Rashid and Al-Qirim, 2001;
Huy and Filiatrault, 2006).

4.3. Implementation factors
According to Kartiwi (2006), implementation

consists of a website development loop, which comes
after the initial assessment of e-commerce adoption
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is done. This involves three stages; firstly, the
product catalogue, company profile, and contact us
are created; secondly, order forms and order
tracking; and thirdly, online payments and customer
services. This is similar with Daniel et al. (2002)
paper, where online ordering and payment services
are considered as being the most advanced level of
website adoption. According to Ngai and Wat (2002),
from a business process perspective, e-commerce is
the application of technology towards the
automation of business transactions and workflow.
This includes payment and delivery systems,
innovation, e-catalogues, search engines, shopping
carts, communications, marketing, and advertising.

Payment and Delivery Methods: In agreement
with Daniel et al. (2002), Sharma and
Wickramasinghe (2004), Kartiwi (2006), Lomerson
et al. (2004), online ordering and delivery is the
most advanced stage in development and
implementation of e-commerce. It is important if the
business wants to use their website for more than
just marketing purposes. This includes the method
or system that is used to exchange payments
between sellers and buyers (Al-Fayoumi et al., 2010;
Zhang and Wang, 2014). This exchange of payment
in e-commerce is done using a digital financial
instrument, such as a credit/debit card, e-checks, e-
cash, etc. (Ngai and Wat, 2002; Chen et al.,, 2014).

The electronic shopping cart is order-processing
software that acts as a shopping cart in physical
world (i.e.,, where customers accumulate items while
shopping). This shopping cart allows users to select
various items, review item, make changes, finalize
their list, and click the buy button to actually
purchase the products.

Ease of Use: There are three types of ease of use,
namely ease of understanding, ease of finding, and
information focusing. Ease of use can be based on the
simplification of the work process, by making use of
e-commerce that help companies to accept it faster.
Ease of use can be based on the ease of taking an
order, payment, and information search (Abbasi et
al.,, 2010; Woodside et al,, 2011; Sambhanthan and
Good, 2013).

Customer Services (Service Quality): The
researcher observed that strong customer support
and relationships with clients helped business
clients to facilitate the adoption and implementation
of an e-commerce system (Laosethakul and Boulton,
2007). Service quality is defined by the overall
support and service delivered by the e-commerce
service provider (Molla and Licker, 2001). Service
quality influences the customer’s intention to use a
system, which may equally apply to their intention to
continue using a system. Service quality has positive
effects on user satisfaction with an e-commerce
system (Brown and Jayakody, 2008).

Usefulness in term of Number of Hits: Perceived
usefulness has a positive effect on continuance
intention for an e-commerce system (Brown and
Jayakody, 2008). Perceived usefulness is considered
as being a key determinant for influencing
customer’s attention to continue using an e-
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commerce system. The use of e-commerce systems is
a widely used criterion for accessing success. Use
level, as captured through hits and visits, is often
used to indicate market share and reach of e-
commerce peacemakers, like Amazon and Yahoo
(Molla and Licker, 2001; Sambhanthan and Good,
2013).

Content Quality (Detailed Product specification):
Web comments should be completed, personalized,
relevant, easy to understand, and secure (DeLone
and McLean, 2003). The quality of the content and
the extent to which that content meets the needs and
expectations of customers, might affect the success
of an organization and determine whether they stay
on a site or move to the next site; which is only one
click away (Molla and Licker, 2001; Hande and
Ghosh, 2015).

Customization: Customization mean
personalization of company products and services
according to customer need (Schmitt and Bergmann,
1999). Internet to build interaction that not only
attract but also engage and retain website visitor,
learn (i.e. capture visitors profile) and relate (i.e.
personalizing information) to their individual
preference (Kierzkowski et al., 1996; Le and Koh,
2002; Goi, 2012). Product customization can dismiss
customers risk in e-commerce transaction by
dismissing the scope of the customer test on
delivered products and lowering the possibility of
finding unexpected features after delivery (Cho,
2006; Jahanshahi et al., 2013).

Hardware and Software Stability: Hardware and
software stability is part of system quality (Molla
and Licker, 2001). Hardware and software should be
stable for consumer at all time to build their trust on
company services.

Page Loading Speed: On internet where
competitor are only few click away, it is necessary to
have good page loading otherwise consumer will
move to another site to make their purchases.

Visual Appearance: According to Fogg et al
(2003), Cyr (2008) and Kim and Zhang (2014)
average consumer paid far more attention to
superficial aspects of the website such as visual cues,
than to its contents and the appeal of overall visual
design was the largest among respondents.

System Architecture: System architecture should
be good that is easy to use and maintained by not
only consumer but also business personnel.

System 24 hour availability and accessibility:
system should be available for 24 /7 to build stability
and allow consumer to make purchases regardless of
time, distance concerns (Dickinger and Stangl, 2011;
Goi, 2012).

System  Accessibility (System quality): E-
commerce system quality can be determined via 24
hour availability, stability of software and hardware,
page loading speed, system architecture, visual
appearance, and accessibility as part of the e-
commerce system quality (Molla and Licker, 2001;
Woodside et al., 2011).

Marketing/Advertising: Electronic marketing can
be viewed as a new modern practice of buying and
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selling goods, services, knowledge, and ideas via the
Internet or other electronic means.

As with business and commerce, companies need
to promote their e-business and e-commerce.
Companies can make use of conventional media or
Internet media. There is a need for company
customers to know that the website exists, and
therefore, there is a need for marketing to bring
people to their website. There are several ways to
accomplish Internet marketing. These include
display advertising, such as a banner, where
advertisers pay to display the banner of their
website for certain amount of the time, which is used
to promote company products and services. E-mail
marketing, including the sending of e-mails to
customers, in order to advertise their services
online. Affiliate marketing; where a company hires
another company or website (known as affiliates) to
promote their products and services. The affiliate
receives a commission or reward for every visitor,
subscriber, sale or customer that they bring to the
company.

User Satisfaction: User satisfaction is a means of
measuring customer opinion of e-commerce systems
and covers the entire cycle of the customer’s
experience; from information retrieval through to
purchase, payment, receipt, and services (DeLone
and McLean, 2003).

Products and Services: All companies believe that
their product offerings have a positive impact on the
success of their e-business. Trials of such products
identified by companies include information rich
(56%), customizable (32%), tangible (28%), unique
(24%), web-based (20%), and digitally based (20%)
products (Golden et al.,, 2004).

According to Vladimir (1996), products also
include and need proper online marketing. These
enabling services include e-catalogues, e-money,
digital libraries, copyright protection, and digital
authentication services (Vladimir, 1996).

Electronic catalogues are used to promote
products and services. For customers, they are used
to search for information on products and services.
E-catalogue consists of a product database, directory,
and a presentation function. E-catalogues can be
used in combination with search engines (a search
engine is a computer program that can access an
Internet repository for specific
information/keywords, retrieve it, and report the
results).

Variety, Quality, and Cost of Products and
Services: The Internet enables consumers to
compare prices, products, and services, across
suppliers. Price comparisons between different
websites can lead to increased price competition and
lower prices for products and services. An expansion
into related product lines and increasing quality is
also a good strategy. By making use of the internet,
companies collect information on their target
audience, identify target consumers, and better
introduce products and services to targeted
consumers (Shin, 2001).
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4.4. Organizational factors

Organizational factors, also known as firm
internal factors, are generally represented by size,
quality of IS system, management support, and
enterprise resources (Rashid and Al-Qirim, 2001;
Dong-Jenn et al,, 2012).

Enterprise Resources: Enterprise resources, also
known as firm resources, include financial and
technical resources that are principal facilitators
during the implementation of e-commerce in any
firm (Rashid and Al-Qirim, 2001; Huy and Filiatrault,
2006). Firm Size: The size of the firm also has a
major impact on the manager’s decision to adopt e-
commerce (Tetteh, 1999; Dholakia and Kshetri,
2004; Huy and Filiatrault, 2006).

4.5. Management factors

Management support is one of the most
important factors towards the adoption of e-
commerce in companies (Saif-Ur-Rehman, 2016).
Poon and Swatman (1999) emphasised the
importance of the CEO/management role on EC
adoption and diffusion. CEO innovativeness, IT
knowledge and attitude, together with the
perception of the manager (Grandon and Pearson,
2004; Abdul Hameed and Counsell, 2012; Seyal et al,,
2012), has a positive effective on e-commerce
adoption.

Resources Commitment: These cases show a
broad range of international web use demonstrated
at different levels of resources commitment,
functional sophistication involving information
interaction, transaction, web-enabled business, and
cultural adaption, such as language (Tiessen et al,,
2001).

Good Project Management Team: The project
management team should be efficient enough to
develop the e-commerce site according to the
business and client’'s needs and requirements
(Moloney, 2015).

4.6. Environmental factors

The external environment plays an important
role in the adoption of technology. These
environmental factors consist of competitive
pressure, supplier/buyer pressure, public policy, and
the government’s role (Rashid and Al-Qirim, 2001;
Vaithianathan, 2010).

Government Policy and Regulations: According to
Jennex et al. (2004) the regulatory environment
attribute involves legal representative/support, cost
advantage exists, intellectual property protection,
tax law encouraging B2B/e-commerce, banking/wire
transfer law  supporting overseas/electronic
payments, customs laws supporting global e-
commerce, exchange rules/rates favourable, and
telecom regulation favour business. There should be
proper  government support towards the
implementation of e-commerce, where the
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respective government supports and encourages
small businesses towards the adoption of e-
commerce (AlGhamdi et al, 2013; Zhang and
Okoroafo, 2013; Neely, 2014). In the UK, the
government has set rules and regulations that
include intellectual property rights linked to e-
commerce, including trademarks, domain name
registration, copyrights, and patents (Jennex et al,
2004; Turban and King, 2004; AlGhamdi et al., 2011).

Industry: According to Ling (2001), every
adoption and diffusion of e-commerce varies from
industry to industry, as industry considers that
external factors compromise much wider aspects,
including competitive pressure, pressure from
suppliers, and critical mass.

National: National can compromise factors such
as the level of government support, national
infrastructure, and cultural differences (Chong et al.,
2001). According to Efendioglu and Yip (2004), Kang
and Corbitt (2002), Laosethakul and Boulton (2007),
Pavlou and Chai (2002), and Thatcher et al., (2006),
findings from cultural factor research are beneficial
for IS developers for catering domestic customer
base, as well as the international market, with a
specific understanding of culture and human
behaviour that it produces.

Competitive Pressure: Competitive pressure is a
major influence in the adoption of e-commerce
(Dholakia and Kshetri, 2004; Huy and Filiatrault,
2006; Chiou et al., 2010). One of the major benefits of
e-commerce is its competitive advantage (Kuzic et
al., 2002). According to research by Dholakia and
Kshetri (2004), in order to move websites further
towards internet usage, they should focus on the
firm who holds other related technologies and has a
particular belief regarding competitive behaviour.
The number of firms using websites for customer
services and market research will impact the
perception of competitive pressure and further
accelerate SMEs towards the adoption of e-
commerce (Dholakia and Kshetri, 2004).

4.7. Security factors

According to Kalakota and Whinston (1996),
Shahibi and Fakeh (2011), Zhang and Okoroafo
(2013), a security threat is defined as a
circumstance, condition, event with the potential to
cause economic hardship to data or network
resources in the form of destruction, disclosure,
modification of data, denial of service, and/or fraud,
waste and abuse. Security thus pertains to protection
against these threats; security in e-commerce is
reflected in the technologies used to protect and
secure customer data (Belanger et al., 2002; Ling et
al,, 2011).

Authorisation (Protection of a site from
unauthorised outsiders): Access Rights should be
granted on a need-to-know basis; security patches
should be applied as soon as possible; sensitive or
confidential data should be encrypted; web servers,
network equipment, and other infrastructure
components should be physically protected (Hansel
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and Vianna, 2016). Security best practices should be
implemented as recommended by organisations
such as the network security should be audited
regularly by someone who specialises in intrusion
detection and prevention (Awa et al., 2015).

Authentication: Authentication ensures that the
trading parties in an electronic transaction or
communication are in fact who they claim to be (Suh
and Han, 2003; Aldas-Manzano et al., 2009; Polasik
and Piotr Wisniewski, 2009). The authentication can
be implemented by some of the technology such as
identity certificates, Public-Key Infrastructure (PKI),
Privilege Management System (PMI) (Katsikas et al.,
2005; Liu et al.,, 2008).

Transaction Security: Transaction security
depends on the confidentiality of information
between seller and buyer and non-repudiation that
becomes even more important during the execution
phase where secure payment is ensured as well as
the secure delivery of the good (Shahibi and Fakeh,
2011). Therefore, according to Katsikas et al. (2005)
and Moloney (2015) e-commerce security
requirement depends on confidentiality, the
integrity and availability of information and system,
the authenticity of communication parties and the
non-repudiation sources.

Customer Screening: This is essential in order to
protect a system from unauthorised access and can
be done using a firewall and terminal, database,
server, application, and operating system security
measures (Suh and Han, 2003).

Data Security Policy: The first step in securing
entity, electronic data and the system involves a
design security policy. Security policies are
important because they define what is being
protected and what type of restriction should be put
on those controls (Smith, 2004).

4.8. Privacy factors

Privacy is “the condition of not having
undocumented personal knowledge about one
possessed by others” (Parent, 1983; Ohlhausen and
Okuliar, 2015). Privacy related to issues of concern
for both current and prospective e-commerce
customers (Lanier and Saini, 2008; Shah et al., 2013).
There are a number of ways in which individual
information can be found on the Internet, such as
reading individual entries on a newsgroup posting;
looking at individual names and identities in the
Internet directory; by reading emails, conducting
surveillance on employees, wiretapping wireless and
listening to employees; asking an individual to
complete website registration, and gathering
information on individuals while they access the
website by making use of cookies (Turban and King,
2004; Karakaya and Stark, 2013; Chen and Liu,
2015).

According to Harrison et al. (2002) and Pkudiené
et al. (2015), e-commerce allows for the
maintenance of trust and development of relations
with online clients such as privacy policy and third-
part privacy seals, interacting with customers,
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reputation building, links to other sites and
guarantees or other seals.

Privacy Policy: An online privacy policy or OOP is
often used by a website to provide a comprehensive
description of their information practices (Antén and
Earp, 2001). It informs users that their privacy rights
are being considered and that the website
understands the privacy concern faced by users
(Ladson and Fraunholz, 2005). The information
practices reflected in the firm’s privacy policy should
be open and honest, thus giving users the
opportunity to evaluate the practices and make
informed decisions regarding whether or not to
disclose their personal information (Culnan and Bies,
2003). A website with a privacy policy will reassure
consumers that the vendor is ethical, thus meaning
that these consumers will be more willing to share
information (McKnight and Chervany, 2001; Shah et
al, 2013). This will lead to an increase in repeat
visits and more purchases (Liu et al.,, 2005).

Cookies: Cookies and tracking software are used
to follow consumers’ online activities so as to gather
information about their personal interests and
preferences. This information is extremely valuable
as it helps a company to sell customers the products
and services tailored to their needs (Liu et al., 2005).
According to Privacy and Electronic Communication
Regulation, businesses have to inform their
customers that they use cookies, and provide a
choice for user who do not want to accept it; this
means providing users with a statement of privacy
and cookies which tell them how they are being used
and how they can be switched off by the users
(Turban and King, 2004).

Third Party Privacy Seals: Third party seals are
increasingly used by businesses to communicate
their commitment to security (e.g. Verisign)
(Belanger et al, 2002). Groups like TRUSTe or
BBBOnline, AICPA’s Webtrust or SysTrust and
Entertainment Software Board Real (ESRB) offer
programs in which businesses can participate in
order to show their commitment to privacy and
security. Privacy seals offer a readily visible and easy
way to reassure consumers that the online business
respects individual privacy on the Internet (Liu et al.,
2005; Andreani, 2016).

Employee’s Privacy: In some cases technology has
transformed arrangements, thus meaning that
people can connect to company intranets from home.
The growth of mobile Internet, whereby employees
can access information on the move, has piled
additional pressure on the security system (Harris et
al,, 2003). With this in mind, there should be a code
of conduct for employees using a system that
ensures privacy and security of consumer data. It is
also not ethical for a company to access their
employees’ data and emails without their consent,
and as such measures should be provided to protect
individual employee privacy (Karakaya and Stark,
2013).

Organisations are educating their employees and
provide necessary hardware and software that
enhances user privacy. For example, if an
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organisation informs its employees of its policy and
intention to monitor e-mails as well as the
consequences of sending and/or receiving e-mails,
considered inappropriate, then the employee may
cut down on the number of such emails, and the
organisation will have achieved their goals (Udo,
2001)

5. Limitations and future research

This paper explains the overall structure of e-
commerce and its various factors using research
conducted over the past 22 years in this area. There
is a need to consider these factors, when e-
commerce is being implemented in any organization.
The success factors and sub-factors identified in this
paper highlight the major obstacles and motivations
towards the implementation of e-commerce. This
paper helps to identify the strongest and weakest
points, in order to close the research gap, and thus,
propose the best way to implement e-commerce
within SMEs. Even though this review is not
considered as being exhaustive, as it only covers 40
research papers in this area; it does provide
particular insights into the different factors of e-
commerce that define the success of e-commerce in
any business/organization. Despite these limitations,
and given that the reviewed studies represent more
than a decade of research; the conceptual model
presented makes this literature review imperative.
This model will prove to be of interest and value for
practicing managers, SMEs owners, and those
seeking to adopt and implement e-commerce
strategies. Further research will be performed to
validate and empirically test the model
Furthermore, the model will be implemented into
various SMEs to calculate the success of factors and
their sub-factors. Based on the analyses and opinion
of those SMEs, the model will be further modified.

6. Conclusion and research implications

Despite the recent boom and crash of the dot.com
industry, e-commerce is still thriving. Recent
European and North America statistics show that e-
commerce is experiencing a stable, upward growth,
by providing numerous benefits to customers,
companies, and society at large. Our review of the
last 20 years has helped to develop a conceptual
model that will allow SMEs to successfully
implement e-commerce within their organization.
While some studies have been conducted on the
usage of certain models in large companies;
applications within SMEs have still remained largely
un-locked. Extensive research is still needed to
understand the successful adoption of e-commerce
within SMEs. We believe that our work provides a
further step in this direction. We feel the results
presented in this research have several important
implications.

1) E-commerce research continues to increase
significantly over the years but the focus will be
more on security and privacy issues of e-commerce.



Ajmal et al/ International Journal of Advanced and Applied Sciences, 4(7) 2017, Pages: 159-172

2) There should be more paper that should deal
with public policy. Interestingly there was not much
paper on privacy, legal, ethics and intellectual
property policies. These are topic and issues should
be on top of the list as they are the important pillar
that supports e-commerce applications in
businesses.

3) The papers on the technical standard were
very hard to find. The articles related to standards,
interface, information publishing tools and
transport. However, these standards are important
to ensure compatibility across the entire network
are also important pillars of e-commerce.
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